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MINISTERIO DE LA PRESIDENCIA

%81 Real Decreto 3/2010, de 8 de enero, por el que se regula el Esquema
Nacional de Interoperabilidad en el &mbito de la Administracién Electrénica.

I

La interoperabilidad es la capacidad de los sistemas de informacion y de los
procedimientos a los que éstos dan soporfesde compartic datos y posibilitar ef
intercambio de informacion y conocimientt entre elfos. Resulta necesaria para la
cooperacic’)r% el desarrolla, 13 integracién y |a prestacién de servicios conjuntos por
las Administraciones publicas; para la ejecucidn de las diversas politicas plblicas;
para la realizacion de diferentes principios y derechos; para ia transferencia de
techologla v la reutilizacidn de apiicaciones en beneficio de una mejor eficiencia;
para la cooperacion entre diferentes aplicaciones que habiliten nueves
servicios; todo elio facilitando e desarrollo de la admimstracidn electronica y de la
sociedad de la informacion.

En el dmbito de las Administraciones publicas, la consagracion del derecho de los
ciudadanos a comunicarse con llas a través de medios electronicos comporta una
otligacidn correlativa de las mismas. Esta obligacidn tiene, como premisas, la
promocion de las condiciones para que {a libertad y la igualdad sean reales y
efectivas, asi como la remocion de los obstaculos que impidan o dificulten el
gjercicio pleno del principic de neutralidad tecnoldgica y de adaptabilidad al
prograso de las tecnciogias de la informacian y las comunicaciones, garantizando
con ello la independencia en |a eleccion de las alternativas tecnolégicas par los
ciudadanes, asi cama la libertad de desarrollar e implantar los avances tecnologicos
en un ambito de libre mercado.

La Ley 1172007, de 23 de juni% de acceso electronico de los ciudadanos a los
servicios patlicos, reconoce el prtagonismao de la interoperabilidad v se refiere a
ella carmo uno de los aspectos en los que es obligado gue las previsiones
nermativas sean comunes y debe ser, por tanto, abordado por ta requlacién del
Estade. Launteroperzbilidad se recoge dentro del principio de cooperacidn en
articuls: 4, 8 y tiene un protagenisme singular en el titulo cuarto dedicado a la
Cooperacion entre Administraciones para el impulso de la administracidn
electrdnica. En dicho titulo el aseguramiento de ta interoperabilidad de los sistemas
y aplicaciones empleados par {as Admnistraciones pihiicas figura en el articulo 80
entre las funciones del érgano de cooperacion en esta materié el

COMITE SECTORIAL DE ADMINISTRACION ELECTRONICA,

A CONTINUACION, EL ARTICULO 31 SE REFIERE A LA APLICACION POR PARTE DE
LAS ADMINISTRACIONES PUBLICAS DE LAS MEDIDAS INFORMATICAS,
TECNOLAGICAS ¥ ORGANIZATIVAS, ¥ DE SEGURIDAD, QUE GARANTICEN UN
ADECHADO NIVEL DE INTEROPERABILIDAD TECNICA, SEMANTICA Y

ORGANIZATIVA Y EVITEN DISCRIMINACION A LOS CIUDADANDS POR RAZON DE
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But Christmas Eve did come at last, although it scemed so far off to Bertha the night before, Hans and
his father brought in the bough of a yow-tree, and it was set up in the living-room.

The decorating came next. Tiny candles were fastened on all the twigs. Sweetmeats and nuts were hung
from the branches.

"How beautiful! How beautiful!” exclaimed the children when it was all trimmed, and they walked
around it with admiring eyes.

None of the presents were placed on the trec, for that is not the fashion in Germany. Each little gift had
been tied up in paper and marked with the name of the one for whom it was intended

When everything was ready, there was a moment of quiet while the candles were being lighted. Then
Bertha's father began to give out the presents, and there was a great deal of laughing and joking as the
bundles were opened.

“There was a new red skint for Bertha, Her mother had made it, for she knew the child was fond of pretty
dresses. Besides this, she had a pair of warm woollen mittens which Gretchen had knit for her, Hans had
made and carved a doll's cradle for cach of the girls.

Everybody was happy and contented. They sang songs and crucked nuts and ate the Christmas cakes to
their hearts’ content.

“[ think 1 like the ones shaped like gnomes the best,” said Hans. “They have such comical little faces.
Do you know, every time | go out in the forest, it seems as though I might meet a party of gnomes hunting
for gold™

gl like the animal cakes best.” said Bertha. “The deer are such graceful creatures, and 1 like to bite off
the homs and legs, one at a time.”

A long time ago,” said their father, “they used to celebrate Christmas a little different from the way we
now do. The presents were all carried (0 a man in the village who dressed himself in a white robe, and a big
wig made of flax. He covered his face with a mask, and then went from house to house. The grown people
received him with great honours, He called for the children and gave them the presents their parents had
brought to him.

“But these presents were all given according to the way the children had behaved during the year. If they
had been good and tried hard, they had the gifts they deserved. Butif they had been naughty and disobedient,
it was not a happy time for them.”

“I don’t believe the children were very fond of him,” cried Hans. "They must have been too much afraid
of him."

“That is true,” said his father. "But now, let us play some games. Christmas comes but once a year, and
you have all been good children.”

The room soon rang with the shouts of Hans and his sisters, They played "Blind Man's Buff” and other
games. Their father took part in all of them as though he were a boy again. The good mother looked on with
pleasant smiles.

Bedtime came only too soon. But just before the children said good night, the father took Hans ane side
and talked seriously yet lovingly with him. He told the boy of the faults he must still fight against. He spoke
also of the improvement he had made during the year.

At the same time the mother gave words of kind advice to her little daughters. She told them to keep up
good courage; 1o be busy and patient in the year to come.

"My dear little girls,” she whispered, as she kissed them, T love to see you happy in your play. But the
good Lord who cares for us has given us all some work to do in this world. Be faithful in doing yours.™
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them is hardly relevant since it
does not group the samples
accerding fo their capture mode.
However a visval analysis of the
match matrices allows us to group
the sampies properly. For each
document, the submatrices of
the real samples are very different
from those of the synthetic sampies
and when matching two synthetic
samples with the same model but
different documents such as 351 and
851, the submatrices have high
values on their diggonals.
4.3. OCR analysis
The matrix of p-values is shown in
Figure 4. We can notice that the
real samples are clearly separated
from the others and the second
document is separated from the first
ane. The highest value where the
zeroes are is below 3.10-5. The
synthetic samples are grouped
together indifferently from the
document. The OCR descriptor is
suitable for categarizing synthetic
and real samples according to the
way they were produced.
It has one drawback however: it
tends to also separate the real
document images according to the
document content. This drawback is
a direct consequence of the goal of
an OCR aigorithm which is to extract
this content.
5. Practical case
Kumar ef al. [6] recently created a
mobile captured document image
dataset. We used our work to
synthesize it.
5.1. Description of the dotaset
The dataset consists of 25 documents
that have been photographed é to 8
times with varying degrees of blur
and distance to the document, There
is no parametrization of the biur
to ensure its randomness. There s
o skew and no perspective
distortion. Lighting has not been

a Motorala Droid X smartphone.
Because of the small number of
images per document a comparison
for each document is not possible
and we considered the dataset to be
one unique sample.
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ADVENTURE I A SCANDAL IN BOHEMIA

L

To Sherfock Holmes she is olways THE waman, | have seldom heard
him mentian her under any other name. In his eyes she eclipses
and predaminates the whole of her sex. It was not that he felt
any emation akin to love for lrene Adler. All emotions, and that
one parkiculorly, were abhorrent to his cold. precise but
admirably balanced mind. He was, I take it, the most perfect
reasaning and observing machine that the world has seen, but as
o lover he wauld have placed himself in a false position, He

never spoke of the softer passians, save with a gibe and o

sneer. They were admirable things for the observer--excellent
Jor drawing the veil from men's motives and octions. But for the
trained reasoned to admit such intrusions into his own delicate
and finely odjusted temperament wos to introduce a distracting
factor which might throw a doubt upon all his mental results.
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document analysis algorithms.
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Test protocol:

- Run Tesseract on the document image

- Post processing : alphabet reduction

- Compute the SHA-256 hash of the document
Alphabet reduction
Replacement
Removed
Removed

- (short hyphen)

' (centered
apostrophe)

Cannot detect a
manipulation smaller than
64x64 pixels at 600dpi
(42x42 required)

Throughput >5s per page

Probability of missed
detection <0.001 for
the replacement of
digits

Collision probability
<0,001
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current scanners an
printers
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Empty line
Tabulation and space
— (long hyphen)

Best case scenario results:
Accuracy : 99,83%

Probability of false positive: 53%
Collision probability : 0,2%
Other criteria are OK (throughput, digest size...)

Hash size >4kB (between
4,8 and 170 kB)
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-,~," (left and right quotes,
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, |, 1 (capital i, 12th letter of the
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O (capital o)

False positives:

Occurs when two identical documents have different digests
Related to the robustness of the OCR algorithm

Computed as a random draw of two copies of the same document:
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